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Abstract

Architectural Backdoors (ABs) have been proposed as a stealthy
threat towards secure DL model deployments. ABs hide malicious
computation in DL model inference code rather than the model’s
weights, evading traditional model vetting techniques. However, the
practical viability of ABs under real-world deployment conditions
has remained unexamined. We show that architectural backdoors
are constrained by three fundamental limitations inherent to their
trigger detection step: (1) input-space transformations routinely
applied during preprocessing corrupt triggers before detection;
(2) relaxing detection sensitivity to recover attack success rate
inevitably increases false positives, producing observable accuracy
degradation (reducing the stealth of the attack) and (3) as trigger
complexity grows, the collision space of benign inputs that falsely
activate the detector expands, further coupling accuracy loss to
attack viability. We formalize these limitations mathematically and
introduce FAULT, a framework that enables characterization of
the attack-success-rate, accuracy, and false-positive tradeoff space
of ABs across varied trigger and detector types. Our evaluation
across the GTSRB, Mapillary, and CIFAR10 datasets confirms that
architectural backdoors are impractical in realistic deployments.
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1 Introduction

Researchers have proposed a new attack against deep learning
(DL) systems called architectural backdoors (ABs) [1-4]. Unlike
weight-based backdoors that hide malicious behavior in a model’s
parameters, ABs embed trigger detection logic directly into the
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model’s inference code, evading every existing weight-vetting
technique [5-7]. ABs can be introduced into DL systems via the
same attack vectors as other malicious-code threats: over-the-air
software updates [8, 9], code-injection attacks [10], and the AI
supply chain [11-14]. Because the backdoor logic lives in code
rather than in the trained model, an attacker who compromises a
single model repository can propagate malicious behavior to
downstream deployments without modifying any model
weights [2].

The two existing AB constructions [1, 2] demonstrate that ABs
can be implanted in diverse model architectures and survive
retraining or fine-tuning, establishing the threat as feasible in
principle. Subsequent surveys [4] catalog AB constructions and
proposed defenses. Yet the practical viability of ABs under realistic
deployment conditions has not been characterized. Real-world DL
pipelines apply input transformations (cropping, contrast
adjustment, noise injection, denoising, etc.) before inference, both
for robustness [15] and to defend against adversarial attacks [16,
17]. Whether ABs survive these transformations, and at what cost
to the attacker, remains unknown. Without this characterization,
the research community cannot say whether ABs are a serious
threat warranting dedicated defenses or a brittle attack that
real-world conditions already neutralize.

Characterizing AB viability across realistic conditions is difficult
because of the space of design choices an attacker controls is large:
each AB is parameterized by a trigger pattern (which can range
from a binary square to an arbitrary RGB image), a sensitivity
threshold (which the attacker can tune), and a detector
implementation (convolution, pooling, slicing, concatenation, or
masking, per prior work). The space of conditions a victim’s
deployment imposes is similarly large, with varied input
transformations often applied during deployment. Moreover, the
attacker and victim’s choices interact. An input transformation
that defeats one trigger may leave another intact, and a sensitivity
setting that recovers attack success rate (ASR) under one
transformation may inflate false positives under another. Naively
evaluating every (trigger, sensitivity, detector, transformation)
combination scales exponentially. Worse, a defender cannot simply
pick representative configurations because the attacker, by
definition, will tune their parameters to whatever the deployment
exposes (as demonstrated in §6.4). Any meaningful viability claim
must therefore characterize the boundary of what an
optimally-tuned attacker can achieve.

However, all existing AB constructions, despite their
surface-level diversity, share a common pattern. We make the key
insight that each detector computes a parameterized similarity
score between an input region and a fixed reference pattern
derived from the trigger, then thresholds the score against a
sensitivity-controlled bias to produce a binary signal (detected or
not detected). We show that the five detector families (convolution,
pooling, slicing, concatenation, masking) proposed in prior
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work [1, 2, 4] all reduce to the same inner-product form. This
unification means that the entire AB design space reduces to two
underlying quantities, a trigger-induced response distribution and
benign-input response distribution. We show that the attacker’s
task fundamentally collapses to placing a threshold between these
distributions.

Based on this insight, we formalize three fundamental
limitations of AB trigger detection and develop FAULT
(Framework for Assessing Unreliability and Limitations of AB
Trigger-detection), an evaluation framework that empirically
validates them. FAULT takes any AB construction and any set of
preprocessing transformations and traces the full (ASR, ACC, FPR)
operating curve as a function of the sensitivity parameter to
expose exactly where the attacker’s achievable region begins and
ends. Using FAULT, we identify three limitations that bound this
region: (1) input-space transformations corrupt trigger pixels
before they reach the detector, attenuating the detector’s response
below threshold; (2) raising the threshold to recover ASR also
raises the false-positive rate, producing observable
benign-accuracy degradation; and (3) more complex triggers
require detectors that admit a larger volume of benign-input
collisions, further coupling accuracy loss to attack viability.
Together, these limitations bound the achievable ASR-ACC
operating region for every AB an attacker can construct.

We evaluate FAULT across the GTSRB [18], CIFAR10 [19], and
Mapillary [20] datasets, three model architectures (ResNet18,
MobileNetV2, YoloV11), three signal-propagation paths, eleven
trigger configurations, ten transformations, and five detector
implementations. Across all 30 (configuration, transformation)
combinations we tested, no choice of sensitivity tuning achieves
both meaningful ASR and benign accuracy near baseline. Using
FAULT we demonstrate that the attacker’s reachable ASR ceiling is
bounded between roughly 10% and 20%, and reaching even this
modest target costs an average of 2.23% benign-accuracy
degradation, with outliers up to 9.4%. Trigger complexity makes
the problem worse. Across all eleven trigger variants on all three
datasets, ASR remains at 1.0 but benign accuracy collapses from
baseline (89-97%) to as low as 9.9% on the most complex triggers
(with 9,918 of 10,000 benign CIFAR10 samples falsely activating the
detector at the worst configuration). Across all five detector types,
false-positive counts vary by less than 3 percentage points,
confirming that the limitations are properties of the detection
problem itself, not of any specific implementation. ABs, as
currently constructed, cannot be both effective and stealthy in
realistic deployments.

2 Backdoor Attacks on DL Models

Backdoor attacks [1, 2, 21, 22] against DL models rely on various
attack vectors in the DL deployment pipeline (shown in Figure 1).
All involve embedding a trigger detector into a model, (4), such that
the model behaves normally on clean inputs but misclassifies inputs
containing an adversary chosen trigger (9). Let X be the input space
and Y be the label space. Define a classifier fy : X — Y, where 0
are the model parameters (weights 2)). If x € X is a clean input,
the model should predict the correct label:

fo(x) =y with high probability, (1)
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Figure 1: Simplified process of DL model deployment. WBBs
and ABs have different attack surfaces (boxed in green for
ABs and boxed in red for WBBs) that the attacker can exploit.

where y is the true label. However, if x is modified by adding the
trigger §, resulting in x” = x+3, the model is designed to misclassify
this triggered input:

fo(x’) =y’ with high probability, (2)

where y’ is either a specific adversary-chosen label (in targeted
attacks) or any incorrect label (in untargeted attacks). ABs and
WBBs, while similar in that they both adhere to Equation 1 and
Equation 2, are overall fundamentally different which motivates a
unique threat model for ABs (§3).

2.1 Fundamental Differences Between WBBs
and ABs

First, we highlight the differences between WBBs and ABs along
three axis: their implantation, operation, and the mitigation to each
respective attack.

Backdoor Implantation. WBBs and ABs are implanted into a DL
system in completely orthogonal ways. WBBs are implanted into a
model’s weights primarily through poisoned datasets [21, 23-26]
(@ in Figure 1), runtime-based attacks [27], and through malicious
model files shared on large Al Marketplaces [13] (3) that may be
finetuned with proprietary data, (2). The trigger detector is
implicitly defined in 6, (8), and does not leave any visibly
incriminating artifacts in the DL system (e.g. code).

ABs however embed the trigger detector directly within DL
model architecture and code ((5)<7)) while still following
Equation 1 and Equation 2. Adversaries intending to spread ABs
may use code-injection [10], but primarily aim to use supply-chain
based attacks [11, 12, 28] to spread ABs within DL systems,
uploading them to popular Al marketplaces [14, 29], intending for
the backdoored code to be inadvertently used by others. They
strongly assume an Al practitioner is unable to identify the trigger
detector in the model architecture [2]. Prior work [2] has found
that this assumption is realistic, and even Al practitioners can be
fooled by ABs that masquerade as combinations of standard
PyTorch primitives.



Backdoor Operation. In WBBs, the adversary directly targets a
single component of the model, its parameters § (8), to cause
misclassifications for trigger containing inputs, (9). On the other
hand, AB operation can be broken into two main components:
trigger detection, and signal propagation. For trigger detection,
Bober-Irizar et al. [1] an AB that first applies an exponential
transformation to the input image, to amplify specific pixel values
associated with the trigger. Then, a pooling operation and max
operation across RGB channels is applied to reduce the activation
to a single value & (used to indicate trigger presence). Langford et
al. [2] leverage a combination of standard computational
primitives such as pooling layers, activation functions, or
parameter-less logic operations to detect and propagate arbitrary
trigger signals. However, we show in §6.2 that the success of all
ABs is limited because trigger detector effectiveness is sensitive to
input transformations.

Backdoor Mitigation. WBBs are mitigated primarily through
strategies that involve modifying the model’s weights. Model
weight pruning [5, 6], activation clustering [30], subsequent
fine-tuning [7], and direct model retraining [2] are effective at
removing WBBs. Such approaches however do not apply to ABs, as
the trigger detector is not embedded in 8 but in the code itself [2].

For AB mitigation, prior work has suggested visual inspection,
but this is unfortunately insufficient as models are often
redesigned, customized, and improved through SOTA research.
This blurs the line between “weird” looking code that intends to
improve model performance and an AB [2]. ABs masquerade as
benign computational primitives that exist naturally within the DL
model [2], can be constructed from a large number of
permutations of simpler operations, and can hide within tens of
thousands of lines of DL system code seen in DL systems [31-33].
However, existing ABs can be mitigated (and even detected) via
simple benign transformations to the input space (shown in §6.2)
that impede AB trigger detection.

3 FAULT Attacker Model and Assumptions

Our work adopts the threat model outlined in prior AB work [1, 2,
4], where an attacker introduces a AB into a DL model by
modifying only the model’s architecture definition. The attacker is
restricted to using commonly supported DL model components
without injecting arbitrary code, ensuring that the backdoor
persists through training or fine-tuning. The attacker is unable to
access the training dataset (e.g. the DL practitioner downloads an
existing model from Hugging Face [14] to train on a proprietary
dataset) and may not even know the deployment task itself (as the
model can be retrained/finetuned on anything by the user). But the
attacker does need to upload backdoored code to the AI supply
chain such that it is reused by unknowing victims. The victim
unknowingly downloads the attacker’s model, retrains the model
from scratch on their own data to avoid any poisoning attacks, and
evaluates the model’s performance before deployment. During
deployment, the practitioner may also sandbox the model to limit
runtime behavior changes but does not modify pre-loaded
architectures, to not impact model performance. This mirrors real
world scenarios, as developers often rely on open source code to
aid the engineering of their models [34, 35].

We assume that the victim also intentionally applies one of, or a
combination of image transformation techniques (e.g.
contrast [36], brightness [37], cropping [36], noise [38], etc.). The
attacker is unable to control what transformations will be used,
does not have oracular knowledge of what transformations are
used, and cannot apply reverse engineering techniques to discover
the transformations used. We simulate this situation through the
construction/tuning of ABs with FAULT. We demonstrate success
for various attacker goals (low/medium/high stealth goals in §6.5)
but at the cost of a degrade in model utility.

FAULT Assumptions. FAULT is the evaluation tool we use to
determine a bound on the attacker’s capabilities. To produce a
tight bound, FAULT is given full knowledge of the deployment’s
transformations and the freedom to tune the AB’s sensitivity
parameter N for any chosen attacker goal. FAULT therefore
simulates a strictly stronger attacker than the one described above,
a real attacker without this knowledge would do worse. The
negative results we report in §6 are consequently a ceiling on
attacker capability under this threat model, not an average case.

4 Formalizing the Limitations of Architectural
Backdoor Trigger Detection

In this section, we provide an analysis of the trigger detection
step in ABs. We show that regardless of the detection mechanism
used (convolution, pooling, etc.), the trigger detection problem is
subject to three fundamental limitations that constrain the practical
viability of ABs in real-world DL systems.

4.1 AB Trigger Detection as Parameterized
Pattern Matching

Existing AB constructions share a common structure: a trigger
detector that computes a similarity measure between a region of
the input and an attacker-defined trigger pattern, followed by a
thresholding step that produces a binary detection signal. We now
unify these constructions under a single formalism.

A trigger pattern is defined as a fixed tensor
T € [Riowers Rupper] ™" where Rjorer and Rypper denote the
lower and upper bounds of values for which a pixel can be defined
for any input image given to the AB-containing model (e.g., [0, 1],
[0, 255], etc.). This encodes the shape, color, and spatial structure
of the attacker’s chosen trigger across C channels and a H X W
spatial region. A trigger detector is a function D(x) — {0,1}
given an input image x outputs 1 if the trigger is deemed present
and 0 otherwise. D can be constructed as an indicator function
1[¢(x) > 0] applied to a response function ¢(x) that computes a
scalar measure of the similarity between T and a given region in
an input image x. We now formulate the response functions ¢(x)
for each detector.

Convolution-Based Detectors. The response function computes
a channel-wise convolution of x with a kernel W derived from T,
followed by pooling:

(]Sconv(x) = Pool Z I/Vc,r,s s Xe,itr, j+s T b (3)

C,r,S



where b = —A(1 — N) encodes the sensitivity parameter N € [0,1]
and A = 3., cmax(W,s,0) is the filter intensity. Detection occurs
when after applying ReLU to @cony(x) there are non-zero elements
in the result (signal of 1 for the indicator function).

Pooling-Based Detectors. The pooling detector composes
asymmetric max-pooling operations with sign flips, where the
kernel sizes are chosen to match the spatial extent of the trigger
pattern T. Letting P, = maxpool,, and noting that —Pg(—x)
implements min-pooling, the detector is:

Ppool (%) = [=P1p(=Par1(x))] - [Pa1(=Prp(—x))] ©)
The two factors compute dual max-then-min and min-then-max
directional filters. Their product fires only where both conditions
hold simultaneously, which occurs precisely at locations matching
the structure of T. The pooling configuration (g, b) together with
the input sign define an implicit kernel Wr encoding T, making this
a parameterized similarity between x and Wr.

Slicing-Based Detectors. The slicing detector extracts input
positions corresponding to Pr and aggregates them against the
trigger values:

Bice(¥) = ), Wy -xp+b (5)
PePT
where W, = T, at sliced positions and the sum is computed over a
sliding window of locations. This is equivalent to convolution with
a kernel that is non-zero only over Pr; the explicit per-position
indexing differs only in how it is expressed in the computation
graph.

Concatenation-Based Detector. The concatenation detector
constructs the trigger tensor and a localizing mask from
parameter-free operators (e.g., 0 = x — x and 1 = ¢(0) + ¢(0)),
concatenates them with the input, and computes a similarity score
over the masked region:

Beoncat(X) = D (MO X), - Wy +b ©)
P
where M is the constructed binary mask localizing T and W encodes
the trigger values. The actual scoring is again the inner product
between the masked input and the trigger weights.

Masking-Based Detector. The masking detector embeds the mask
and trigger as non-trainable constants directly:

Pmask (x) = Y (MO x)p - (MO W), +b W)
P
This is functionally identical to the concatenation detector and to a
convolution restricted to the mask support, but introduces M and
W as embedded constant tensors.

4.1.1  Unifying Observations. All five detector types compute the
same parameterized similarity between an input region and a fixed
reference pattern derived from T, followed by a threshold:

¢(x) = max [(W,xpacn) +b], d(x) =1[¢(x) > 0] (8)

patches
where W encodes T (possibly restricted to a mask M), A = (W, T) is
the ideal response when the input patch exactly matches the trigger,
and b = —(A — N) is the sensitivity-controlled bias. The detectors
differ only in how this score is expressed in the graph; all reduce

to the same inner product. The threshold § = A — N controls the
sensitivity-specificity trade-off. Using the inner product we define
the trigger response and benign response distribution.

Definition 4.1 (Trigger Response). For an input x containing T at
the expected location, the inner product reaches its maximum value
(W, T) = A, giving an ideal response Rigeal = A + b = N. Setting the
bias to b = —(A — N) thus calibrates the detector so that a perfect
trigger match produces exactly the sensitivity value N, with N > 0
guaranteeing detection after the ReLU and threshold.

Definition 4.2 (Benign Response Distribution). For an inputx ~ D
drawn from the natural data distribution (an image without the
trigger), the score ¢(x) = maxXpatches(W, Xpatch) + b is a random
variable. Because D is itself a distribution over images and the
max is taken over all k X k patches in x, ¢(x) has an induced
distribution that we denote Ryenign, With cumulative distribution
function Fyenign (r) = Pry~p[#(x) < r]. Intuitively, Fyenign captures
how often a benign image happens to contain a patch that, by
chance, has high inner product with the attacker’s chosen kernel
W. The shape of Fyenign depends jointly on the trigger T (which
determines W) and on the statistics of D. The false positive rate at

threshold 6 is 1 — Fyenign (6).

Using these definitions, the remainder of this section highlights
that the fundamental limitations of ABs stem from the properties
of the trigger detection step, not any specific implementation.

4.2 Limitation 1: Transformation Sensitivity

Real-world DL systems routinely apply preprocessing
transformations to input data before inference, both for robustness
and as standard engineering practice [15, 39]. We now show that
any such transformation degrades the trigger detector’s response,
regardless of which detector type (from §4.1) is used.

Definition 4.3 (Input Transformation). We define an input
transformation A : REHXW _, REXHXW 35 3 (possibly stochastic)
function applied to the input before it reaches the model.

4.2.1 Transformation-Induced Response Attenuation. Let
x; =x @ T be a triggered input and let A be a non-identity input
transformation. Then the score on the trigger-containing patch
becomes:

¢(ﬂ(x‘[)) = <W’ ﬂ(xr)patch> +b= Rigear + Afl (9)

where Ag = (W, A(xr)patch — T) is the deviation introduced by
the transformation. Recall Rige,) = N (Definition 4.1); the trigger
fires after ReLU when Rigeal + Az > 0, i.e., when Az > —N. Any
transformation that drives A # below —N silences the detector. We
now analyze A # for example transformation classes, particularly
those that are commonly used and heavily impede AB operations
(from §6.2).

Additive Noise. For A(x) = x + €, € ~ N (0, ¢*I), the deviation
A g = (W, €patcn) is a zero-mean Gaussian with variance a2 |[W|3,

where |[W|F =

Although E[A#] = 0, the added variance pushes a fraction of
triggered inputs below the detection threshold:

\/2; W? is the Frobenius norm of the kernel.

ASRpoise = Pr[¢(ﬂ(xr)) > 0] = q>( (10)
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where @ is the standard normal CDF. As noise intensity o grows,
ASR decreases monotonically.

Contrast Adjustment. For A(x) = ax + f, a« € (0,1), where
a € (0,1) is the contrast scaling factor and f € R is a brightness
offset, with 1 the all-ones tensor of the same shape as x): The
transformed score is ¢ (A(x;)) = a{W,T) + f{W, 1) + b, yielding
Az = (a — 1)A + f(W,1), where A = (W, T) is the ideal trigger
response from §4.1. Since & < 1 and A > 0, the first term is strictly
negative, directly attenuating the trigger response by (1 — a)A. The
second term (W, 1) shifts the score uniformly regardless of input
content; in practical contrast adjustments § is small relative to A,
so the attenuation dominates.

Spatial Transformations. For A(x) that rotates x by ¥/, or with
cropping retaining a fraction p € (0,1] of the image, there is
interpolation to produce the output image, which corrupts trigger
pixel values even when the trigger remains spatially within the
input. Rotation maps each output pixel to a coordinate in the
original image and computes its value by interpolating (typically
bilinearly) between the surrounding pixels. Cropping preserves
only a subregion of the input but is followed by resizing back to
the model’s expected input dimensions, also via interpolation. The
trigger is rescaled, with its pixel values blended with neighbors. In
both cases the detector receives interpolated approximations of the
original trigger values rather than the values themselves, so
(W, A(xr)patch) < Aand Ag < 0.

Key Takeaway. Under any non-identity transformation A, the
trigger response distribution shifts leftward (toward lower values)
while the detection threshold remains fixed, creating a gap between
the ideal detection rate (ASR = 1.0) and the post-transformation
ASR. We confirm this empirically in §6.2, where ASR drops from
1.0 to as low as 0.003 under noise injection.

4.3 Limitation 2: Relationship Between
Threshold Sensitivities and FPR

The natural attacker response to Limitation 1 is to relax the
detection threshold by increasing the sensitivity parameter N from
§4.1.1, so that partially corrupted triggers still fire the detector. We
now show that this strategy is inherently self-defeating: the same
threshold relaxation that recovers ASR also admits more benign
inputs as false positives.

Definition 4.4 (Triggered Response Distribution). For a triggered
input x; subjected to a transformation A, the score ¢(A(x;)) is a
random variable whose distribution depends on A. We denote its
CDF as thi(g(r) =Pr[p(A(x;)) < r]. When A is the identity, F,ﬂg
is degenerate at Rigeas = N; for non-identity A it spreads out and
shifts leftward (Limitation 1).

4.3.1  Monotonic Coupling of ASR and FPR. Recall from §4.1.1 that
the detector fires when (W, xpaten) > A — N, i.e., when the score
@ (x) = maXpatches (W, Xpatch) + b exceeds 0. Both the attack success
rate (ASR) and the false positive rate (FPR) are determined by this

threshold:
ASR(N, A) =Pr[¢p(A(x;)) > 0] =1 - th’i‘g(a -N) (11)

FPR(N) =Pr[¢(x) > 0 | x ~ D] =1 — Fyenign(A — N) (12)
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Figure 2: Example trade-off between ASR (green) and ACC
(purple) as sensitivity N is varied under a Contrast transform.
The red line indicates the N required to achieve ASR > 10%.
AN shows the shift from baseline N.

where Fyenign is the benign response CDF from Definition 4.2 and
A = (W,T) is the ideal trigger response. Both CDFs are
non-decreasing, and A — N is decreasing in N, so both ASR and
FPR are non-decreasing functions of N. Increasing the sensitivity
to recover ASR therefore necessarily raises FPR. When
transformations are applied, thi(g shifts leftward (Limitation 1) and
may overlap with Fyenign. In the overlap region, no threshold N
exists that simultaneously achieves high ASR and low FPR. Raising
N to capture more trigger-containing inputs unavoidably triggers
the detector on more benign inputs as well.

The Sigmoid Relationship. The empirical sigmoid shape of ASR
and ACC curves as functions of N (see §6.5, Figure 2) follows
directly from Equation 11 and Equation 12. If th;[ . and Fpenign are
approximately Gaussian, with means piig, flbenign and standard
deviations Oiig, Obenign, then:

Hirig — (/1 - N)

Otrig

Hbenign — (A - N)
Obenign

(13)
where @ is the standard normal CDF. The Gaussian assumption is
justified because the score is a max over many patch-level inner
products, each itself a sum of many pixel-weight products; the
central limit theorem applies to the per-patch sums, and the max is
well-approximated by a Gaussian over moderate sample sizes. The

separation d’ = (fiig — fbenign)/ [ofrig + Ggemgn characterizes the

discriminability of the detector. Transformations decrease g and
increase oy, shrinking d’ and tightening the ASR-FPR coupling.

ASR(N) = <1>( ) , FPR(N) = fI)(

Key Takeaway. The sensitivity parameter N controls a single
threshold that governs both ASR and FPR simultaneously. Because
transformations push the triggered and benign response
distributions closer together, there is a fundamental region of the
sensitivity space where high ASR and low FPR are mutually
exclusive. Any attempt to recover ASR lost to transformations by
increasing N necessarily raises FPR and degrades benign accuracy,



creating an observable anomaly (and potentially alerting a user
that their model is backdoored).

4.4 Limitation 3: Trigger Complexity and the
Collision Problem

We now show that not only are trigger detectors sensitive to
transformations, but as the trigger pattern itself grows more
complex, the set of benign inputs that falsely activate the detector
grows with it.

Definition 4.5 (Trigger Complexity). We characterize the
complexity of a trigger T € [0,1]¢ (flattened to d = C - k - k
dimensions, where C is the channel count and k the spatial size) by
its value complexity k,(T) = 5‘{1’ : T; ¢ {0, l}}l: the proportion of
trigger entries that take non-extreme values (e.g., 0 or 255). A
binary trigger (e.g., a black-and-white square) has x, = 0; a trigger
with many intermediate intensities has x, close to 1.

4.4.1 The Collision Half-Space. Recall from §4.1.1 that the detector
fires on a patch xparch When (W, xpaen) > A — N. The set of benign
patches that produce a false positive is therefore the half-space:

H(W,N) = {x € [0,1]¢ : (W,x) > A — N} (14)

and FPR(W,N) = PryeDpuen [x € H(W,N)], where Dyqteh, is the
marginal distribution of k x k patches in natural images. The volume
of H within the unit hypercube depends on the direction of W,
which is determined by T.

When T is binary, W is axis-aligned: the constraint reduces to
Dies Xi > |S| — N over the support S = {i : T; = 1}, requiring a
benign patch to be near-white at exactly the trigger-active positions.
Such patches are rare in natural images. As k,, grows, W tilts oblique
to the hypercube axes, and the constraint }}; w;x; > A — N admits
many more combinations of x;: a patch that is bright where T is dim
and dim where T is bright can still produce a high inner product if
magnitudes compensate. The half-space volume grows accordingly.

We can make this precise by examining the variance of the
response distribution. For a patch X drawn uniformly from [0, 1]¢,
Var((W, X)) = [W||3/12, where W], = \/X; W/ is the L, norm
of the kernel. By the Cauchy-Schwarz inequality, for fixed
IW|l; = A, the L, norm satisfies | W||2 > 12/d with equality when
all entries of W are equal, i.e., W = (1/d)1. Binary triggers (sparse
extremes) maximize ||W||; and spread the response distribution
out, while complex triggers in general lower ||W]||, relative to
binary ones, with uniform-entry triggers achieving the minimum
and concentrating the distribution most tightly around its mean
A/2. A tightly-concentrated distribution centered at 1/2 pushes
more probability mass over the threshold A — N than a spread-out
one, raising FPR. Uniform-entry triggers thus represent the worst
case among complex triggers; concretely, for W = (v/d)1 (the case
in our evaluation), the constraint reduces to x > (1 — N) /v where
X is the mean patch intensity. In practice on natural images, the
effect persists and is observable empirically (§6.6)

Key Takeaway. Trigger complexity and detection reliability are
inversely related. As x, grows, the false-positive half-space
H(W,N) expands and benign accuracy degrades sharply.
Combined with Limitations 1 and 2, attackers cannot improve the

Algorithm 1: FAULT: AB Insertion and Sensitivity Sweep
Input: Trigger T, Model f, Transforms A, Dataset D,
Target ASR ASR;y;
Output: Backdoored model fyp with selected N*
1 W« InitFilter(T); A« X ,smax(We,s,0)
2 fap < InsertDetector(f,W,-)

> Sweep candidate sensitivities over a range wide enough to

contain the curve inflection
3 N « linspace(0, Ny, m); Results < 0
4 foreach N € N do
5 b——-(A-N)
6 (ASR, ACC) « Evaluate(fap, D, A, W,b)
7 Results < Results U {(N, ASR, ACC)}
s end
> Identify Npax as the inflection point of the fitted ACC
curve
9 ACCyy; « FitLogistic(Results);
Npax ¢ arg maxy |ACC}”(N)|
> Select smallest N < Npqx achieving the target ASR
10 N* « SelectOptimal(Results, Nyax, ASRzg:);
b* «— —(A—N%)
1 return fyp with b*

-

ASR-accuracy trade-off space by designing more sophisticated
triggers. We validate this empirically in §6.6.

5 FAULT

§4 establishes that AB trigger detection is bounded by three
fundamental limitations, but does not say where any specific AB
sits within the resulting operating space. FAULT is the evaluation
framework that traces this space empirically. Given an AB
construction and a set of preprocessing transformations, FAULT
characterizes the achievable (ASR, ACC, FPR) operating curve as a
function of the sensitivity parameter N. The framework simulates
a strong attacker (that can tune N for any chosen goal) and reports
the operating points the attacker can actually reach.

FAULT does not assume detailed knowledge of the target
model’s internal architecture beyond the ability to insert an AB
(corresponding to a predefined trigger pattern) into the model
definition. The AB’s output integration depends on the chosen
signal propagation path (e.g., SeP, IP, ShP).

5.1 Utilizing FAULT

FAULT’s AB tuning procedure is detailed in Algorithm 1. It takes
the trigger pattern T, model f, transformations A, dataset D, and
performance constraints as input, and iteratively evaluates the AB
across a sensitivity range to trace the ASR-Accuracy trade-off curve.

The algorithm begins by initializing the filter kernel W from T
(Line 1) and computing its intensity A (Line 1). The AB detector is
inserted into f (Line 2), as in prior work [1, 2]. FAULT then sweeps
a set of candidate sensitivities N in [0, Ny, ] (Line 3), where Ny, is
set wide enough to bracket the inflection of the ACC curve. For each
candidate N, FAULT computes the corresponding bias b = —(A—N)



(Line 5) and evaluates ASR and ACC on the transformed dataset
D 4 (Line 6), recording the results (Line 7).

Once the sweep is complete, FAULT fits a logistic regression to
the collected (ASR, ACC) data and identifies Ny, as the inflection
point of the fitted ACC curve (Line 9). The operating point N* is
then selected from this fitted region (Line 10), the model is updated
with the corresponding bias (Line 10), and the configured
backdoored model fyp is returned (Line 11).

5.2 Algorithmic Choices

We now describe the three algorithmic choices that connect
Algorithm 1 to the formal results of §4.

Bounding the Sweep Range. FAULT sweeps a range [0, Ny, | wide
enough to contain the inflection of the ACC curve. The lower bound
Npmin = 0 corresponds to b = —A, where only an exact trigger
match fires the detector (Rigeay = N from Theorem 4.1); Ny, is
set conservatively (we use N, = 1 in practice) and only needs
to exceed the inflection point so that the fitted curve captures it.
Within this range, FAULT evaluates the model at each candidate N
and records the resulting (ASR, ACC) pair.

Identifying the Operating Ceiling. §4 predicts that ASR and FPR
follow Gaussian CDF curves in N (Equation 13). FAULT fits a
logistic regression (smooth approximation of the Gaussian CDF) to
the swept (ASR, ACC) data and locates Ny, 45 as the inflection point
of the fitted ACC curve, which captures the sensitivity threshold
for which increasing N accelerates accuracy degradation without
commensurate ASR gain. Figure 2 shows an example fit under a
Contrast transformation: green for ASR, purple for ACC, with
Npmax marking the ACC inflection.

Selecting the Operating Point. The fitted curves expose a natural
ceiling on attacker capability. Beyond Ny, 4x, additional sensitivity
yields diminishing ASR gains while accelerating ACC degradation.
The SelectOptimal function (Line 10) therefore returns the
smallest N € [0, Npayx] achieving ASR > ASR;y;, or Npay itself if
no such N exists in the range. By varying ASR;y;, FAULT traces
three operating points along the achievable curve: a
minimal-threshold point where the AB just begins firing, a
balanced midpoint, and the inflection Ny, itself. We use these
three points in §6 to characterize the boundary of what an attacker
tuning N optimally can achieve.

6 AB Evaluation with FAULT

Our prototype implementation of FAULT consists of ~5000 lines of
code implementing and utilizing existing ABs. We utilize FAULT to
measure the effectiveness of ABs when input-space perturbations
are applied, the AB threshold is adjusted, and the AB trigger’s
complexity is varied. FAULT is fully modular (new trigger types,
ABs, and transformations can be easily added).

6.1 Experiment Setup

Datasets, Models, and Triggers. We evaluate FAULT across three
datasets and corresponding model architectures commonly used in
literature. For CIFAR10 [19], we use ResNet18 [40]; for the German
Traffic Sign Recognition Benchmark (GTSRB) [18], we use
MobileNetV2 [41]; for Mapillary [20], we use YoloV11 [42]. ABs

are integrated into the model’s architecture using the convolution
AB construction with “perfect trigger” detectors [2]. Signal
propagation is irrelevant to the trigger detection step of an AB, but
our ABs utilize one of three signal-propagation variants from prior
work [2]: Separate Path (SeP), Interleaved Path (IP), and Shared
Path (ShP). We use a black-square trigger (BS) for CIFAR10 and
Mapillary, and a red-square trigger (RS) for GTSRB. Specific
(trigger, propagation) combinations reported in each table are
noted as e.g. “BS-SeP” or “RS-ShP”.

Sensitivity Sweep. For each (model, trigger, AB) configuration,
we use FAULT (Algorithm 1) to sweep the sensitivity parameter
N across a wide range, N € [—10000, 2000], scaled to [—5, 1] in all
plots.

Poisoned Dataset Preparation. For each test set, we create a
poisoned variant by embedding the trigger pattern into 100% of
the images. Because AB attacks do not rely on data poisoning at
training time, we use the poisoned set solely to measure AB
activation rates (ASR), not to train backdoored models.

Transformations. We consider ten input-space transformations
applied as a preprocessing step before inference, falling into two
categories. Natural transformations are common image-processing
operations routinely used for data augmentation or robustness [15,
36, 39]: rotation, contrast adjustment, cropping, flipping, and
grayscale conversion. Unnatural transformations introduce
intentional perturbations to obscure input features, motivated by
adversarial-defense literature: noise injection [44, 45], Gaussian
blurring [43], denoising [16], and median filtering [16, 17]. We
calibrate the intensity of each transformation (parameters in §A.2)
to avoid overly degrading benign accuracy while still impeding AB
activation.

Evaluation Metrics and Plot Conventions. We track model
accuracy on benign data (ACC), attack success rate (ASR), attack
precision (A-PC), and attack recall (A-RC). To visualize the
relationship between ASR/ACC and N, we fit logistic regression
curves to the swept data points for each transformation (Figure 2
shows an example). Two reference points appear on each plot: the
blue line marks the smallest N at which ASR/ACC under the
transformation matches the no-transformation baseline; the red
line marks the smallest N at which ASR exceeds 10%. Across all
configurations we tested, this 10% line is near the upper boundary
of what an attacker can achieve. Pushing N further to chase higher
ASR crosses the inflection point of the ACC curve, where benign
accuracy degrades observably. The 10-20% ASR ceiling we report
throughout the evaluation is therefore not a design choice but a
measurement of the attacker’s achievable region.

6.2 Limitation 1: Transformations Defeat AB
Triggers

We first measure the impact of input-space transformations on
AB activation, empirically validating Limitation 1 (§4.2). For each
(model, trigger, AB) configuration from §6.1, we evaluate the AB
on benign and poisoned test inputs to establish Pre-Transform
metrics, then apply each transformation and re-evaluate to obtain
Post-Transform metrics. Table 1 reports the results.



Table 1: FAULT’s Evaluation of AB Performance Given Natural Transformations Applied During Pre-processing.

Pre-Transform Model Metrics

Post-Transform Model Metrics

Dataset Model AB Transform
Accuracy (%) ASR A-Precision A-Recall Accuracy (%) ASR A-Precision A-Recall
GTSRB [18] MobileNetV2 None None 96.0 0.01 0.51 5E-4 96.0 0.01 0.51 5E-4
GTSRB MobileNetV2 RS-Shp? None 93.8 1.0 0.83 0.14 93.8 0.14 0.83 0.14
GTSRB MobileNetV2 RS-ShP Contrast [36] 93.8 1.0 0.83 0.14 95.8 4.1E-4 0.29 4.1E-4
GTSRB MobileNetV2 RS-ShP Crop [36] 93.8 1.0 0.83 0.14 94.7 3.0E-4 0.36 3.0E-4
GTSRB MobileNetV2 RS-ShP Flip [36] 93.8 1.0 0.83 0.14 48.9 0.18 0.67 0.18
GTSRB MobileNetV2 RS-ShP Gaussian Blur [43] 93.8 1.0 0.83 0.14 93.2 0.04 0.69 0.04
GTSRB MobileNetV2 RS-ShP Grayscale [36] 93.8 1.0 0.83 0.14 88.8 2.5E-3 0.41 2.5E-3
GTSRB MobileNetV2 RS-ShP Median Filter [17] 93.8 1.0 0.83 0.14 45.8 0.02 0.49 0.02
GTSRB MobileNetV2 RS-ShP Noise [44] 93.8 1.0 0.83 0.14 95.4 4.0E-4 0.26 4.0E-4
GTSRB MobileNetV2 RS-ShP Rotation [36] 93.8 1.0 0.83 0.14 95.4 4.0E-4 0.26 4.0E-4
GTSRB MobileNetV2 RS-ShP  Denoising [17] 93.8 1.0 0.83 0.14 93.1 0.04 0.71 0.04
Mapillary [20] YoloV11 [42] None None 89.0 0.013 0.72 0.014 89.0 0.013 0.72 0.014
Mapillary YoloV11 BS-IP3 None 87.5 1.0 0.95 1.0 87.5 1.0 0.95 1.0
Mapillary YoloV11 BS-IP Contrast 87.5 1.0 0.95 1.0 88.2 0.016 0.75 0.015
Mapillary YoloV11 BS-1P Crop 87.5 1.0 0.95 1.0 86.5 0.99 0.95 0.99
Mapillary YoloV11 BS-IP Flip 87.5 1.0 0.95 1.0 86.8 1.0 0.95 1.0
Mapillary YoloV11 BS-IP Gaussian Blur 87.5 1.0 0.95 1.0 85.0 0.75 0.92 0.71
Mapillary YoloV11 BS-IP Grayscale 87.5 1.0 0.95 1.0 67.5 1.0 0.92 1.0
Mapillary YoloV11 BS-1P Median Filter 87.5 1.0 0.95 1.0 76.3 1.0 0.95 1.0
Mapillary YoloV11 BS-IP Noise 87.5 1.0 0.95 1.0 87.2 0.003 1.0 0.003
Mapillary YoloV11 BS-IP Rotation 87.5 1.0 0.95 1.0 8E-3 1.0 0.25 1.0
Mapillary YoloV11 BS-IP Denoising 87.5 1.0 0.95 1.0 82.7 0.04 0.54 0.05
CIFAR10 [19] Resnet [40] None None 92.5 0.01 0.51 0.013 92.5 0.01 0.51 0.013
CIFAR10 Resnet BS-SeP? None 89.6 1.0 0.95 1.0 89.6 1.0 0.95 1.0
CIFAR10 Resnet BS-SeP Contrast 89.6 1.0 0.95 1.0 90.6 0.01 0.54 0.01
CIFAR10 Resnet BS-SeP Crop 89.6 1.0 0.95 1.0 84.2 0.03 0.53 0.03
CIFAR10 Resnet BS-SeP Flip 89.6 1.0 0.95 1.0 92.1 1.0 0.98 1.0
CIFAR10 Resnet BS-SeP Gaussian Blur 89.6 1.0 0.95 1.0 55.4 0.24 0.72 0.24
CIFAR10 Resnet BS-SeP Grayscale 89.6 1.0 0.95 1.0 82.4 1.0 0.92 1.0
CIFAR10 Resnet BS-SeP Median Filter 89.6 1.0 0.95 1.0 37.9 1.0 0.93 1.0
CIFAR10 Resnet BS-SeP Noise 89.6 1.0 0.95 1.0 90.2 1E-2 0.53 1E-2
CIFAR10 Resnet BS-SeP Rotation 89.6 1.0 0.95 1.0 86.3 0.02 0.51 0.02
CIFAR10 Resnet BS-SeP Denoising 89.6 1.0 0.95 1.0 86.9 2E-3 0.52 2E-3

Transformations Cause ASR Loss Across All Settings. We observe
that the ASR magnitude collapses under most transformations. On
CIFAR10, contrast adjustment drops ASR from 1.0 to 0.01 (100x
reduction); noise injection reduces ASR to 0.01, and denoising
reduces ASR to 0.002. GTSRB shows the same pattern at smaller
magnitudes due to its lower Pre-Transform ASR baseline: contrast,
crop, noise, and rotation each drop ASR to ~4e—4. ABs deployed in
YoloV11 on Mapillary are the only ABs that occasionally retain
high ASR (under flip and grayscale), but the same configuration
collapses to 0.003 ASR under noise and 0.016 under contrast.

These collapses confirm the prediction of §4.2: the deviation A
introduced by transformations drives the trigger response below the
detection threshold, and existing ABs (which use a fixed sensitivity
tuned for the no-transformation case) have no recourse.

No Single Transformation is Universally Effective. While
transformations broadly defeat ABs, no single transformation
works against every configuration. Grayscale leaves CIFAR10 and
Mapillary ASR at 1.0 (the trigger does not depend on color in those

settings), while it collapses GTSRB ASR (where the red-square
trigger is color-dependent). Flip preserves ASR across all three
datasets because the triggers are symmetric and are unmodified
post-flip. Crop fails on Mapillary’s center-placed trigger (ASR 0.99)
but succeeds on CIFAR10’s corner-placed trigger (0.03). The
pattern of which transformations succeed depends on which
trigger features they corrupt (e.g., a gray-scale transform only
defeats color-encoded triggers).

This dependence is consistent with our formal analysis: Az
depends on how a particular transformation interacts with the
kernel W. The takeaway is that a defender cannot rely on any
single transformation, but a small set covering geometric, color,
and noise dimensions is sufficient to break every AB configuration
we tested.

Some Transformations Degrade Benign Accuracy. A subset of
transformations reduce ASR by simultaneously degrading model
performance on benign inputs. Median filtering drops ACC from
93.8% to 45.8% on GTSRB, and from 89.6% to 37.9% on CIFAR10.



Gaussian blur on CIFAR10 reduces ACC to 55.4%. These are not
viable defenses for these testing configurations. However, they still
bound the space of defender choices. Even aggressive
transformations that compromise utility cannot always defeat the
AB (median filter on CIFAR10 retains ASR 1.0).

Ultimately, ABs deployed with a fixed sensitivity are uniformly
vulnerable to input-space transformations, validating Limitation 1
empirically. The natural attacker response is to raise N to
compensate, which we evaluate in the next subsection.

6.3 Limitation 2: Sensitivity Tuning Trades ASR
for Accuracy

We now operationalize §4.3 empirically by tracing the full
ASR-ACC operating curve as a function of N. Figure 3 shows the
curves for the BS-SeP AB on YoloV11 trained on Mapillary, both
without preprocessing (Figure 3a) and under noise (Figure 3b),
contrast (Figure 3c), and variation denoising (Figure 3d)
transformations. Each subfigure plots ASR (green) and ACC
(purple) as N varies across [—10000,2000], with the logistic
regression fits superimposed.

Transformations Force the Attacker into a Trade-off Corner. Each
transformation shifts the ASR curve rightward: the attacker must
raise N to recover any meaningful ASR. The cost of doing so,
however, varies sharply across transformations and is determined
by how quickly the ACC curve degrades. At an attacker-desired
ASR of 10%, contrast permits ACC of 85.1% (at N = 0.083), while
noise collapses ACC to 69.6% (at N = 0.063); noise additionally
degrades ACC by 5-7% across all sensitivity values, before any
tuning has occurred. Variation denoising sits between these: while
it allows ASR to rise at very low N = 0.017, its ACC curve drops
steeply across the same range, leaving little room before the
inflection point of §5.2. In every case, the ASR and ACC curves are
coupled exactly as predicted by Equation 13. Raising N to recover
ASR drives ACC down a parallel curve, with the two distributions
overlapping in the region the attacker most wants to occupy.

Across all three transformations we observe that no value of N
achieves both high ASR and ACC near baseline. The widest gap
between the curves (the closest thing to a viable operating point)
is contrast, where reaching 10% ASR costs ~ 3% ACC. Noise and
variation denoising leave smaller gaps still. We now use FAULT
to characterize this achievable region quantitatively across every
(model, trigger, transformation) configuration.

6.4 Sensitivity Tuning Cannot Escape the
Trade-off

§6.3 showed the operating curve for a single configuration. We
now characterize the curve quantitatively across all (model, trigger,
transformation) configurations to test whether sensitivity tuning
can systematically recover ASR. Table 2 reports the most favorable
point on each curve: the value of N that maximizes ASR while
keeping ACC degradation below the inflection point Ny (the
upper edge of the achievable region from §5.2). Columns 1-3 identify
the configuration; Columns 4-5 give the no-tuning baseline (ACC,
ASR); Columns 6-8 report the FAULT-tuned values (decrease in ACC,
post-tuning ASR, and the multiplicative ASR increase AASR (X)).

Table 2: Sensitivity Tuning by FAULT to Increase Attack
Effectiveness.

Attack Effectiveness
Dataset AB Transform No Tuning  Tuned with FAULT

ACC ASR A ACC ASR AASR (X)

None 0.9266 0.0456 0.0809 0.2139 4.6936
Con. 0.9403 0.0096 0.0909 0.1614 16.8456
Crop 0.9162 0.0272 0.0839 0.2094 7.7082
Rot. 0.8704 0.0637 0.0682 0.2060 3.2350
Flip 0.4735 0.0483 0.0351 0.1643 3.4038
G.Blur 09180 0.0248 0.0833 0.1495 6.0355
Gray. 0.8582 0.0369 0.0757 0.1283  3.4750
M-F 0.4519 0.0178 0.0347 0.0931 5.2183
Noise 0.9326 0.0044 0.0940 0.1512 34.6220
V-D 0.9146 0.0207 0.0815 0.1651 7.9725

None 0.8375 0.5528 0.0548 1.0000 1.8089
Con. 0.8787 0.0244 0.0799 0.3022 12.3816

GTSRB [18]
MNV2-RS-SeP

1 =) Crop 0.8274 0.0396 0.0567 0.9987 25.2202
‘;“ H Rot. 0.4244 0.5528 -0.0439 0.0140 0.0253
= Q Flip 0.8300 0.5357 0.0543 1.0000 1.8668
= = G.Blur  0.8226 0.0492 0.0574 0.9723 19.7498
B ; Gray. 0.6534 0.4938 0.0471 1.0000 2.0250
‘E‘ M-F 0.7383 0.4938 0.0561 1.0000 2.0250

Noise 0.7520 0.0131 0.0543 0.0977 7.4749

V-D 0.8156 0.0367 0.0630 0.8557 23.3201

None 0.9005 0.5482 0.0801 1.0000 1.8241
—_ a Con. 0.9162 0.0122 0.0690 0.1684 13.7735
a 3 Crop 0.8276 0.0602 0.0732 0.1634 2.7129
— &5 Rot. 0.8454 0.0498 0.0779 0.1611 3.2337
S a Flip 0.9006 0.5228 0.0801 1.0000 1.9127
&~ s G.Blur  0.5587 0.1994 0.0484 0.3991 2.0012
ﬁ g Gray. 0.8220 0.5100 0.0705 1.0000 1.9606
O é M-F 0.3751 0.9903 0.0212 1.0000 1.0098

Noise 0.9067 0.0070 0.0489 0.1139 16.2808
V-D 0.8565 0.0442 0.0762 0.5004 11.3298

Sensitivity Tuning Recovers ASR (at a Cost). On the GTSRB
MNV2-RS-SeP configuration (rows 1-10), no-tuning ASR averages
just 0.030 across transformations, indicating that the AB has
effectively been disabled by every preprocessing step. Tuning
recovers ASR substantially in raw multiplicative terms, an average
9.6X increase, peaking at 34.6x for noise. However the absolute
ASR ceiling remains low, post-tuning ASRs cluster between 0.09
and 0.21, and the corresponding ACC degrades by an average of
7.4% (a large enough decrease to heavily reduce attack stealth).
The Mapillary YV11-BS-IP and CIFAR10 Resnet-BS-SeP
configurations behave similarly, but differ in scale. FAULT-tuning
lifts ASRs to 0.72 and 0.55 on average, but at the cost of average
ACC drops of 5.5% and 6.5%. Across all three configurations, every
multiplicative gain in ASR is paid for in observable ACC reduction.

Tuning Does Not Always Recover ASR. For configurations where
the transformation breaks features the trigger depends on, tuning
fails outright. For GTSRB noise reaches only ASR 0.15 even at
Npmax, with ACC dropping 9.4%. CIFAR10 Median Filter reaches
ASR 1.0 but ACC has already collapsed to 37.5% before tuning
begins. On Mapillary, both Rotation and Crop yield post-tuning
ASRs 0f 0.014 and 0.999 respectively. This is because rotation moves
the trigger out of the receptive field entirely, and crop happens to
leave the centered trigger intact. The mapping from transformation
to recoverable-ASR ceiling is determined by the transformation’s
interaction with the specific trigger features, consistent with the
analysis in §4.2.

Ultimately, sensitivity tuning provides the attacker no way to
avoid Limitation 2. Where the trigger features survive a
transformation intact, tuning can lift ASR back up but at a
measurable ACC cost. Where the trigger features do not survive,
even unlimited sensitivity (N = Ny,4x) cannot restore the attack. In
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Figure 3: Sensitivity parameter N € [-10000, 2000] across all transforms applied to the BS-SeP AB for YoloV11 trained on
Mapillary. The green/purple fitted curves are logistic regressions applied to all ASRs / ACCs, respectively, as a function of N.
The blue line highlights the shift in N necessary to increase attack success rate but avoid drops in model performance relative
to no transformation applied. The red line highlights the model accuracy at the first point where the ASR is above 10%.

neither regime can the attacker simultaneously achieve high ASR
and undetectable accuracy degradation.

6.5 Operating Points Across Attacker Goals

§6.4 reported the ASR ceiling reachable at the inflection point
Nmax. We now characterize the full operating range [0, Njpax] by
reporting three points along the achievable curve, parameterized
by the attacker’s tolerated ACC degradation. Table 3 shows these
three operating points across all (model, trigger, transformation)
configurations. Columns 5-6 show Min Threshold
(ASR;4; = 0.10) which is the operating point corresponding to the
smallest N achieving an ASR of at least 10%. Columns 7-8 show
Mid Range which is an intermediate N between Min Threshold
and the inflection point, representing a middle-ground operating
point. Finally, Columns 9-10 show At Inflection (N = Ny,4x)
which corresponds to the sensitivity at the inflection point of the
ACC curve, beyond which additional N accelerates accuracy
degradation. This is the ceiling of the achievable region.

Across all 30 (configuration, transformation) experiments,
FAULT identifies an N* that achieves ASR > 0.10. The cost of
achieving this ASR is bounded. The average ACC decrease across
all experiments is 2.23%, with 29 of 30 experiments staying within
a 6% ACC degradation. The single failure case, GTSRB with Noise,
AACC 6.7% is consistent with the analysis in §6.4. Noise
produces the steepest ACC decline in N across configurations, so
reaching even the modest 10% ASR target requires the largest AN
(0.41 on CIFAR10-Noise vs. an average of 0.06 across
configurations). In other words, attackers can achieve a 10% ASR
target on virtually every configuration, but doing so against the
strongest transformations (noise) pushes them to the edge of an
observable accuracy budget.

The three operating points show how much ASR an attacker
buys by trading additional ACC. On GTSRB, the three points yield
ASRs of [0.100, 0.130, 0.164] on average (which means that the At
Inflection operating point is only 1.6X above the Min Threshold
floor). Mapillary and CIFAR10 show wider ranges
([0.621,0.672,0.724] and [0.417,0.499, 0.551] respectively), but the
Mapillary numbers are inflated by configurations (Crop, Flip, Gray,
M-F) where the transformation does not corrupt the trigger and
ASR is already near 1.0 at low N. In those cases there is no

Table 3: FAULT Evaluates AB Performance at Three
Operating Points.

FAULT-ASRs For Varied Attacker Goals

Pre-FAULT
Dataset AB TF' "¢ Min Threshold Mid Range At Inflection
Sens. ASR Sens. ASR Sens. ASR
None 0.046 0.048 0.100 0.080 0.151 0.112 0.214
o Con. 0.010 0.112 0.100 0.132 0.129 0.153 0.161
= 3 Crop 0.027 0.066 0.100 0.095 0.149 0.124 0.209
= Y Rot. 0.064 0.029 0.100 0.058 0.148 0.088 0.206
=) & Flip 0.048 0.046 0.100 0.066 0.130 0.086 0.164
% & G.Blur 0.025 0.086 0.100 0.104 0.123 0.123 0.150
= ; Gray. 0.037 0.084 0.100 0.098 0.114 0.112 0.128
&) = M-F 0.018 0.094 0.100 0.091 0.097 0.089 0.093
Noise 0.004 0.121 0.100 0.138 0.124 0.154 0.151
V-D 0.021 0.080 0.100 0.100 0.130 0.120 0.165
None 0.553 174 0.986 0.023 1.000 0.046 1.000
= Con. 0.024 0.083 0.100 0.121 0.180 0.159 0.302
) &  Crop 0.040 174 0.599 0.026 0.999 0.051 0.999
> 2 Rot. 0.553 1% 098 -1 0035 -17* 0014
= ! Fljj 0.536 174 0.987 0.023 1.000 0.046 1.000
— p
i ; G. Blur 0.049 174 0.381 0.027 0.972 0.054 0.972
§ > Gray. 0.494 174 0.986 0.028 1.000 0.056 1.000
M-F 0.494 174 0.986 0.032 1.000 0.064 1.000
Noise 0.013 0.063 0.100 0.062 0.099 0.062 0.098
-] 0.037 0.017 0.101 0.043 0.437 0.068 0.856
None 0.548 174 0.985 0.089 1.000 0.178 1.000
— o, Con. 0.012 0.259 0.100 0.296 0.131 0.333 0.168
) 2 Crop 0.060 0.094 0.100 0.142 0.129 0.190 0.163
— s Rot. 0.050 0.087 0.100 0.122 0.128 0.157 0.161
S R Flj 0.523 174 0.984 0.089 1.000 0.178 1.000
2‘ ‘g G. Blur 0.199 -0.100  0.147 0.047 0.235 0.193  0.399
=) g Gray. 0.510 174 0.986 0.072 1.000 0.144 1.000
© & MF 0990  -17* 0566 0213 1.000 0.427 1.000
Noise 0.007 0.414 0.100 0.421 0.107 0.429 0.114
V-D 0.044 0.057 0.100 0.138 0.256 0.218 0.500

1: TF: transform, SV: sensitivity value.

“operating range”, because no tuning is needed. When the
transformation does corrupt the trigger, such as with Contrast on
GTSRB  ([0.100,0.151,0.161]),  Noise = on  CIFAR10
([0.100,0.107,0.114]), and Variation Denoising on GTSRB
([0.100,0.130, 0.165]), the operating range is consistently narrow,
and the At Inflection ceiling ASR rarely exceeds 0.20.

Across the achievable region [0, Ny.x], FAULT exposes a
consistent pattern: where transformations meaningfully impede
the trigger, the attacker’s reachable ASR ceiling is bounded
between roughly 10% and 20%, and pushing for higher ASR within
this range requires a measurable ACC cost. The achievable region
exists, but it is narrow, and the negative result of §6.3 holds
quantitatively across every configuration tested.



6.6 Limitation 3: Trigger Complexity Degrades
Benign Accuracy

We now empirically validate Limitation 3 (§4.4). As the trigger
pattern grows more complex, the set of benign inputs that falsely
activate the detector grows with it. For each dataset/model pair, we
evaluate the baseline (no trigger) alongside three trigger families
of increasing value complexity: gray squares (GS) at intensities 255,
192, and 128; checkerboards (CB) at contrast pairs (255/0, 223/32,
192/64); and star gradients (SG) at intensities 255, 192, and 128.
Table 4 reports the results.

Across all three datasets, ASR is 1.0 for every trigger variant,
mirroring the no-transform baselines reported in prior AB work [1,
2]. The cost of trigger complexity therefore appears entirely on
the benign-accuracy side, in the form of false-positive collisions
consistent with the half-space analysis in §4.4.

For MobileNetV2 on GTSRB, the baseline model reaches 96.8%
accuracy. As trigger complexity rises, accuracy monotonically
decreases: GS1 drops to 70.8%, GS2 to 50.0%, and GS3 to 30.5%.
Checkerboards follow the same pattern (CB1 75.6% — CB3 42.5%),
as do star gradients (SG1 84.9% — SG3 36.8%).

For YoloV11 on Mapillary, we observe the same phenomena. The
baseline reaches 89.4%, and GS1 preserves 87.1%, but introducing
intermediate values collapses accuracy: GS2 yields 20.6% and GS3
only 9.9%. CB3 and SG3 reach 16.3% and 10.0% respectively. The
false-positive counts in Table 4 confirm this problem. For GS3 on
Mapillary, every triggered input is detected (TP = 2401) but 517
benign inputs also fire the detector (FP = 517), reducing the model’s
utility beyond acceptable bounds.

Finally, for Resnet18 on CIFAR10, the same trend holds, with the
largest absolute false-positive counts due to the larger test set. The
baseline reaches 92.5%, GS1 preserves 84.4%, but GS3 collapses to
10.7% with 9,918 false positives out of 10,000 benign samples. SG1
retains the highest accuracy (89.3%) of any non-baseline trigger,
while SG3 falls to 12.6%.

Ultimately, trigger complexity and detector reliability are
inversely related, as discussed in §4.4. While the attack remains
effective regardless of trigger type (ASR stays at 1.0 across all
configurations), the benign accuracy drops from baseline (89-97%)
to under 15% on the most complex triggers. This incurred cost to
accuracy is enough to alert victims that something is wrong with
the model. Attackers are therefore confined to simple, near-binary
triggers.

6.7 Evaluating Detector Type with FAULT

We next test whether the trigger-complexity collapse from §6.6 is
an artifact of one detector implementation. §4.1.1 argued that all
five detector types (convolution, concatenation, pooling, slicing,
masking) reduce to the same parameterized inner-product
similarity, differing only in how the computation is expressed in
the graph. Table 5 tests this empirically. We fix the setup to
CIFAR10/ResNet18 and run each detector type against the baseline
and three gray-square triggers (GS1, GS2, GS3).

We observe that all Detectors behave equivalently in ASR and
baseline ACC. Across all five detector types, ASR is 1.0 for every
triggered input, and the baseline accuracy of 96.8% is recovered
when no trigger is present. Differences emerge only in false-positive

Table 4: ASR/ACC Tradeoff Across Trigger Complexities

Dataset Model' Trigger? Metrics
ACC ASR AP TP FP FN 1IN
None  0.968 0.052 0.753 1983 651 35907 11979
GS1 0.708 1.000 0.768 12630 3821 0 8809
g GS2 0.500 1.000 0.657 12630 6590 0 6040
=) 3 GS3 0.305 1.000 0.581 12630 9123 0 3507
% % CB1 0.756 1.000 0.798 12630 3198 0 9432
ol = CB2 0.550 1.000 0.681 12630 5924 0 6706
© '8 CB3 0.425 1.000 0.626 12630 7545 0 5085
= SG1 0.849 1.000 0.863 12630 2008 0 10622
SG2 0.584 1.000 0.698 12630 5467 0 7163
SG3 0.368 1.000 0.604 12630 8285 0 4345
None 0.894 0.156 0.925 37 0 2341 555
GS1 0.871 1.000 0.992 2398 14 0 541
- GS2 0.206 1.000 0.824 2391 451 0 128
E = GS3 0.099 1.000 0.805 2401 517 0 62
= % CB1 0.876 1.000 0.850 2385 227 0 345
% G CB2 0.216 1.000 0.826 2391 445 0 134
b= > CB3 0.163 1.000 0.816 2389 478 0 101
SG1 0.884 1.000 0.870 2330 211 0 361
SG2 0.208 1.000 0.821 2339 450 0 129
SG3 0.100 1.000 0.803 2357 517 0 62
None  0.925 0.100 0.834 4999 992 45001 9008
GS1 0.844 1.000 0.964 50000 1884 8116
GS2 0.287 1.000 0.863 50000 7939 0 2061
= ;v.-'j GS3 0.107 1.000 0.834 50000 9918 0 82
% 2 CB1 0.854 1.000 0.966 50000 1768 0 8232
=) ] CB2 0.387 1.000 0.880 50000 6849 0 3151
©] o CB3 0.175 1.000 0.845 50000 9174 0 826
SG1 0.893 1.000 0.974 50000 1337 0 8663
SG2 0.473 1.000 0.894 50000 5918 0 4082
SG3 0.126 1.000 0.837 50000 9720 0 280

1: MobileNetV2—ShP; YoloV11—IP; ResNet18—SeP; GS—Gray Square; CB— Checkerboard;
2:  SG— Star Gradient; GS1— RGB(255); GS2— RGB(192); GS3— RGB(128);

CB1— RGB(0, 255); CB2— RGB(0, 192); CB3— RGB(0, 128);

SG1— RGB(0, 255); SG2— RGB(0, 192); SG2— RGB(0, 128);

Table 5: ACC/ASR Tradeoff Across Detector Types

Dataset Detector Triggelr1 Metrics

ACC ASR AP TP FP FN 1IN
N None 0.968 0.052 0.834 3279 651 59871 11979

] GS1 0.844 1.000 0.964 50000 1884 0 8116

8 GS2  0.287 1.000 0.863 50000 7939 0 2061

GS3  0.107 1.000 0.834 50000 9918 0 82
- None 0.968 0.052 0.834 3279 651 59871 11979

i‘% g GS1 0.838 1.000 0.961 50000 1983 0 8017
] 1) GS2  0.274 1.000 0.858 50000 8143 0 1857
% © GS3  0.098 1.000 0.831 50000 10047 0 47
E None 0.968 0.052 0.834 3279 651 59871 11979
S 'Tg' GS1 0.862 1.000 0.969 50000 1601 0 8399
ﬁ = GS2  0.305 1.000 0.871 50000 7624 0 2376
= GS3  0.119 1.000 0.839 50000 9712 0 288
=

© None 0.968 0.052 0.834 3279 651 59871 11979
_; GS1 0.829 1.000 0.958 50000 2187 0 7813

17 GS2  0.268 1.000 0.855 50000 8274 0 1726

GS3  0.094 1.000 0.829 50000 10093 0 1
~ None 0968 0.052 0.834 3279 651 59871 11979

] GS1 0.857 1.000 0.968 50000 1698 0 8302

s GS2  0.296 1.000 0.868 50000 7731 0 2269

GS3  0.108 1.000 0.835 50000 9871 0 129

1: GS—Gray Square; CB— Checkerboard; SG— Star Gradient; GS1— RGB(255); GS2— RGB(192);
GS3— RGB(128); CB1— RGB(0, 255); CB2— RGB(0, 192); CB3— RGB(0, 128);
SG1— RGBY(0, 255); SG2— RGB(0, 192); SG2— RGB(0, 128);

counts and the resulting benign accuracy. At GS1, accuracy ranges
from 82.9% (slicing) to 86.2% (pooling) which is a spread of roughly
3.3 points. Pooling consistently produces the fewest false positives
and slicing the most across all three trigger complexities.

We also observe that modifying the detector type does not
recover lost accuracy from the trigger type. At GS3, every detector
produces between 9,712 and 10,093 false positives, and benign



accuracy collapses to between 9.4% and 11.9%. The ~2.5-point gap
between the best and worst detector is dominated by the ~80-point
drop from baseline. The false-positive distribution is therefore
governed by the geometry of the trigger and the statistics of the
natural image distribution, not by the implementation choice.

Ultimately, we find that detector type does not provide an
escape from the trigger-complexity dilemma. The differences
between convolution, concatenation, pooling, slicing, and masking
are second-order effects compared to the first-order coupling
between trigger complexity and false-positive volume. An attacker
cannot select a more sophisticated detector implementation to
recover accuracy lost to a complex trigger.

7 Discussion

As observed in our evaluation, FAULT characterizes AB viability
across three image-classification datasets. Although not observed
in our evaluation, the inner-product detection geometry from
§4.1.1 also applies to other modalities (NLP, audio, time-series), but
the natural-input distribution governing Fyenign would differ
substantially. We expect the three limitations to hold qualitatively,
but operating-region boundaries should be re-measured per
modality. FAULT applies directly: only the dataset D in
Algorithm 1 changes.

All FAULT-tested ABs used a single trigger. Although not
observed, real attackers might deploy multi-trigger ABs as a hedge
against partial corruption. Limitation 3 (§4.4) predicts this only
worsens false-positive collisions, as the half-space H (W, N)
expands to admit any patch matching any trigger. Empirical
confirmation is left to future work.

FAULT treats N as a static, attacker-chosen setting determined
prior to deployment. Although not observed, future adversarial
methods might adapt N dynamically at inference time using
techniques from dynamic neural networks [46]. Such a
construction would not escape Limitations 1-3 in principle but
might shift the operating-region boundary by tailoring sensitivity
per input (at the cost of additional architectural complexity that
increases surface area for code-level inspection).

7.1 Implications for Defenders

Our results suggest concrete actions for DL practitioners
deploying models from public repositories. First, §6.2 shows that
no AB construction tested is robust to all ten transformations
simultaneously. Defenders should deploy at least one
preprocessing transformation per inference pipeline, drawn from
each of three orthogonal categories: geometric (rotation, cropping),
photometric (contrast, grayscale), and stochastic (noise, denoising).
This combination forces a trigger robust to all three corruption
types simultaneously, which §4 suggests is geometrically
infeasible.

Also, shown in §4.1.1, all five AB detector constructions reduce
to the same inner-product form. Code audits should flag any
architectural component computing a parameterized similarity
between an input region and a fixed reference pattern, regardless
of the operator used. Particular attention should be paid to (a)
convolution kernels with hardcoded constant values, (b) pooling
configurations with non-standard strides, and (c) layers computing

a scalar score followed by thresholding outside the main
classification head.

Finally, Limitations 2 and 3 imply that any AB tuned for
non-trivial ASR produces observable benign-accuracy degradation.
Defenders with a labeled validation set can use unexplained
accuracy drops as an indicator of AB activity, particularly when
the drop coincides with a new model from an external source. Our
evaluation observes degradation as small as 2.23% under the
stealthiest attacker (§6.5), so defenders should track validation
accuracy with resolution sufficient to detect single-percent shifts.

8 Related Work

AI Supply Chain Attacks. As Al supply chains grow more
complex, the attack surface expands [11, 12, 28], with developers
increasingly relying on pre-trained DL models from public
repositories. Prior work [47, 48] investigates the injection of
malicious DL models into these repositories. Contrary to our
approach, they rely on DL model serialization vulnerabilities to
compromise the victim machine. WBBs and adversarial example
attacks [49, 50], against DL models aim to degrade model
performance, or even cause model failure, under attacker chosen
conditions (or triggers) [51-53]. To accomplish this, attackers
create malicious neurons in the DL model by poisoning training
datasets [21, 23, 25, 26, 54, 55], providing malicious updates [22,
24] to federated learning systems [56], and even attacking the
model at runtime [27] to apply non-control data attacks [57].
However, these attacks target DL model parameters, whereas ABs
exploit the model architecture and code.

DL Backdoor Defenses. Alongside the proliferation of DL
backdoors, a plethora of defenses has emerged to counter these
attacks [58-63]. These defenses utilize input pre-processing [16,
64-67] to remove the backdoor trigger, detecting backdoors by
analyzing neural network behavior [5, 6, 68, 69], and by filtering
out malicious inputs [70-74]. However, these defenses target WBB
attacks and are ineffective against ABs, where attackers can bypass
them through sensitivity tuning.

Architectural Backdoors. ABs were first introduced by
Bober-Irizar et al. [1] and further explored by Langford et al. [2].
Our work formalizes the limitations of ABs [4] and provide
security suggestions for defenders.

9 Conclusion

By unifying the five existing AB detector implementations into a
single inner-product form, we showed that AB trigger detection is
governed by three fundamental limitations: transformations
attenuate trigger response below threshold, raising sensitivity to
recover ASR raises false positives, and complex triggers admit
larger volumes of benign-input collisions. We formalized these
limitations mathematically and built FAULT to trace the
achievable (ASR, ACC, FPR) operating curve of any AB
construction. Across thirty configurations on GTSRB, CIFAR10,
and Mabpillary, the attacker’s reachable ASR is bounded between
10% and 20% at measurable accuracy cost. Ultimately, we find that
ABs, as currently constructed, cannot be both effective and
stealthy in realistic deployments.



10 Open Science

In compliance with the open science policy and to promote the
reproducibility and replicability of this research, our artifacts are
publicly available on an anonymous github [75]. These will include
the prototype implementation of FAULT, all models used, and all
datasets employed in our work.

11 Ethics Considerations

This research highlights the limitations of a recently discovered
threat. We disclose our findings solely to raise awareness and
provide a call to action for the research community to understand
the fundamental limitations of existing ABs. All findings, including
model checkpoints, backdoored code, and methodologies, have
been responsibly developed. We have not deployed or tested these
attacks on publicly accessible or production-level systems. The
data used (CIFAR-10 [19], GTSRB [18], and Mapillary [20]) are
publicly available, benchmark datasets commonly used in
academic contexts. We explicitly discourage the use or extension
of these techniques for malicious purposes and encourage the
research community to leverage our results responsibly to build
more secure Al systems.
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A Appendix
A.1 Composition of Transformations

Our preliminary experiments showed that individual input-space
transformations significantly degrade existing AB effectiveness by
disrupting the trigger detection process. Motivated by these results,
we hypothesize that applying combinations of transformations
would further amplify this disruption, compelling attackers to
make their trigger detectors increasingly permissive (higher
sensitivity N) to maintain adequate ASR. To test this hypothesis,
we began with a single transformation known to weaken trigger
detection (e.g., contrast adjustment) and progressively introduced
additional transformations (such as Variation Denoising, Gaussian
Blur, and Noise), each known from earlier experiments (Table 2) to
independently degrade AB performance.

Figure 4 illustrates the tradeoff between the attacker’s
sensitivity parameter N and both the ASR and ACC, under the
composition of transformations. It can be seen that from when
only contrast was used AN was 0.068. But as variation denoising
was applied, AN increased to 0.083. Similarly, for contrast with
denoising and blur AN increased once again to 0.094. Finally for
contrast with denoising, blur, and noise AN increased to 0.158,
significantly increasing the N required to achieve an ASR of
greater than 10%.

Though the ASR required significantly higher values of N, this
resulted in a tradeoff of accuracy values (reaching 73.5% with 4
transformations from 88.1% with just contrast). This trade-off
arises naturally from the AB design. Nonetheless, an overly lenient
trigger detector (high N) admits false positives more frequently.
Conversely, a very strict detector (low N) may fail to capture
partially modified triggers in the presence of stronger
transformations to the input. As defenders apply more
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transformations, attackers are forced to shift N higher, thereby
safeguarding the ASR yet damaging normal inference reliability.

For defenders, these insights indicate that by composing multiple
input transformations attackers are forced to apply more permissive
N values to achieve the same ASRs as before, causing reductions
in benign accuracy of the model, reducing the stealthiness of their
attack.

A.2 Choices of Transform Parameters

Choices for transformation parameters are highly dependent on
dataset type, image size, etc. However, we chose to use set
parameters for each transformation as follows:

Rotate. We chose to rotate our images by 7.0° as our models
were not trained to be equivariant to rotation and therefore face
severe accuracy degradation at larger angles.

Contrast. We chose a contrast parameter of 0.85 as this lowers
the contrast, shifting all pixels in the image closer in value
(reducing the difference between the trigger and neighboring
pixels). Picking values above one for this parameter would
exacerbate the differences between the trigger and neighboring
pixels and therefore we avoid using such values for our
contrast-as-a-defense.

Crop. We chose a final crop of 95% width and 95% height of
the original image. This allowed us keep the images semantically
similar while also applying the crop transformation.

Grayscale. No parameters chosen, image is converted to
grayscale.

Noise. We chose a 20% noise parameter. This allows us to
introduce a significant amount of noise (enough to disturb a
trigger), but keep the transformed image similar to the original.
Overall image features will remain intact, allowing for relatively
similar benign accuracy to be achieved. This approach has been
extensively applied to combat adversarial examples.

Gaussian Blur. We decided to use a value of image_size/10 for
images within the CIFAR10 and GTSRB datasets (sigma value of 3).
This value showed meaningful results to reduce trigger capabilities
but keep benign features in tact. For Mapillary experiments, we
chose a sigma value of 49 as literature shows that values above 50
have high likeliness to remove important features from the image.

Denoising. We chose a denosing weight of 30 as the smaller the
weight the more denoising occurs. This value allows the
transformed image to remain similar to the original to preserve the
accuracy of the model while still changing the overall semantics of
the image.

Median Filter. We chose a median parameter of 3 pixels as it
retains the local context of the original image, but still provides
enough change to the image to meaningfully change the image.
This value is used as a typical starting point for median filtering.
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Figure 4: A Composition of Transformations affects the tradeoff between accuracy and ASR significantly.
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