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The Department of Energy’s National Renewable Energy Laboratory (NREL) increasingly leverages Al
for mission-critical applications vital to national energy security [1], [2]. However, this reliance introduces
significant security risks within NREL's critical energy infrastructure applications, caused by the ever
expanding attack surface of Al (e.g., adversarial inputs [3], backdoors [4], code-based backdoors [5],
prompt injections [6], and poisoning at scale [7]).

Consider an Al system used and developed by NREL to analyze real-time sensor data for predicting
grid instability. An adversary has manipulated the model code [5] or its training data [4], [7], implanting
a backdoor designed to activate under specific grid conditions (a scenario highlighted by my prior
work [8]). Under the adversary-specified trigger conditions, the system may recommend control actions
that exacerbate instability, leading to cascading failures across the power grid—a mistake with severe
economic and public safety implications. An NREL scientist only monitoring physical world changes in
isolation would be too late to detect such Al attacks, underscoring the urgent need for the Al model
behavioral monitoring techniques in this proposal.

Multiple centers at NREL, such as Energy Security, Resilience and Integration (ESRI), Cybersecurity
Research Center (CRC), and others [9], are already making strides in understanding and mitigating Al
security threats within critical infrastructure. This proposal aims to directly complement and enhance
these ongoing efforts at NREL. The proposed research will develop capabilities to analyze black-box Al
systems used and developed by NREL to enable real time monitoring of Al system behavior.

Prior Work. Unfortunately, prior Al testing efforts [10], [11] assume idealized white-box conditions for
proprietary models or ignore the Al system's encapsulating software used within complex workflows [12],
[13]. Second, existing research only considers weight attacks [10], [14] but ignores code-based attacks [5],
[15] entirely. Importantly, my own prior work, AiP [16], while successfully recovering the model's weights
and topology, did not capture the model’s code implementation, which is crucial for analyzing code-based
threats and enabling reuse for models with custom-implemented operators. Finally, prior Al testing tools
are one-shot, and are not run alongside the Al model for runtime anomaly detection (e.g., robustness to
adversarial examples).

Objective. | propose AEGIS (Al Examination and Guarding through Implementation Scrutinization),
an automated pipeline for the analysis and monitoring of black-box Al systems. AEGIS delivers three
key impacts (Fig 1):

Task | (Model Recovery): Task 1 will provide a novel methodology to recover a model's complete unified
representation (weights/topology and its inference code) necessary to create an instrumentable, white-box
model. This task will build upon my previously published model recovery and reuse methodologies [16],
[17] enabling model vulnerability analysis (Task Il) and real-time behavioral monitoring (Task Il1).
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instrument the model code with boundary constraints (from Task Il) to identify anomalous behavior at
runtime. AEGIS will employ an LLM that interfaces with human operators, and detects/summarizes
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anomalous model behaviors for operators.

1 Task I: Enabling Forensic Investigation of Mission-Critical DOE-AI Systems
Preliminary Results. Task 1 builds upon my prior work (AiP [16] and ZEN [17]), which demonstrated
recovery of diverse Al models (e.g., YoloV5-HIC [18], Llama 2-PT [19]) and their inference code from
memory (Tab 1) for model reuse. Tab 1's results provide confidence in Task 1's success because a
post-recovery performance identical to original deployment was achieved (Columns 5-6).

Overall Strategy. Task | will start from Table 1: Model Recovery on Customized Models [16], [17].
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the model’s topology is represented in code).

Then, AEGIS will recover the code implementing the model’s inference (implementation of each node in
the model's topology). This builds upon my prior published works’ (ZEN [17] and AiP [16]) capabilities to
establish a unified representation of the models recovered mathematical structure (topology) and model’s
layer implementations (code from memory). Taking the unified representation as input, AEGIS will
identify an appropriate base model that can be instantiated and patched for testing (Column 4 in Tab 1).
This methodology allows AEGIS to produce an instrumentable white-box instance of the deployed Al
system, ready for behavioral profiling in Task II.

Experimental Design. In addition to ZEN's prior evaluation, AEGIS will be evaluated using a diverse
testbed of Al models (spanning vision/language domains, including base and customized variants) that
are relevant to models used at NREL. The experiment setup will compare recovered structural and code
components against ground truth, identify a base model for a given model variant, and verify that the
AEGIS-reconstructed model’s performance matches the pre-recovery performance. Success metrics will
include recovery accuracy, attribution accuracy, and model-reuse fidelity.

Potential Problems. Highly domain-specific models (such as those that may be used at NREL) may
diverge significantly from known base models, or multiple base models might share substantial
code/structure, potentially leading to ambiguous or incorrect attribution by AEGIS. This can be
mitigated by initially focusing evaluation on models with clear provenance, then manually identifying
lineage for significantly divergent models through reverse engineering to expand the base model library.

2 Task Il: DOE-AI System Testing and Boundary Constraint Generation

Overall Strategy. With the unified representation in hand from Task |, Task Il will develop novel
methodologies to identify weight-based backdoors [4], architectural backdoors [5], and novel hybridized
attacks (such as those illustrated in my prior work, VillainNet [8]), to then create constraints (center
column of Fig 1) for monitoring model behavior at runtime in Task Ill. AEGIS will first generate
code-level Control and Data Flow Graphs (CDFGs) to describe the model’s control logic given data flow
through its inference code (using benign test data), to establish behavioral signatures of benign model
inference. Given behavioral signatures for benign test data, AEGIS aims to detect weights/control flows
in the model that are sensitive to small input perturbations. Intuitively, components of the model (e.g.,
weights, control flows, etc.) that can be activated to consistently cause moderate to severe performance
degradations (decreases in accuracy) at inference time should be monitored. By forcing activation of
execution paths in inference code or forcing high activation of weights in the model, AEGIS gathers
information as to where, and how, components of the model can be activated to degrade performance.
AEGIS uses this information to inform the construction of behavioral constraints in Task III.
Experimental Design. AEGIS's Task || capabilities will be evaluated using models recovered in Task .
This testbed will include both benign models and variants in which there are backdoors (either weight-based,
code-based or hybridized). The experiment setup will compare AEGIS's CDFG generation relative to
ground truth CDFGs, compare AEGIS's identification of malicious layer activations/backdoored code from
benign code, and measure AEGIS's overhead for behavioral profiling. Evaluation will assess AEGIS's
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CDFG generation relative to ground truth CDFGs; overhead of code-aware execution path tracing and
behavioral profiling; and the accuracy (e.g., precision, recall, F1-score) of AEGIS's anomaly detection
to differentiate backdoored code, or malicious layer activations, from benign ones. Success metrics will
include precision of CDFG generation, time in seconds of overhead, and precision for identification of
malicious activations/code.

Potential Problems. Automatically differentiating backdoored code from complex, but benign, custom
logic based solely on statically generated behavioral profiles, is challenging and may yield false positives or
negatives. This can be resolved by combining dynamic execution profiles with static code features and
developing heuristics based on known architectural backdoor signatures [5], [8].

3 Task IllI: Continuous Monitoring and Human Interfacing for DOE-AI Systems
Overall Strategy. AEGIS will employ a live monitoring framework, with an LLM-agent in the loop to
interact with the human operator for any model behavioral abnormalities (right-most column of Fig 1).
First, AEGIS instruments the inference code at each layer utilizing the behavior constraints generated
in Task Il to continuously monitor weight activations during deployment. Then, AEGIS will detect
anomalies in layer activations that exceed the boundary conditions from Task Il. Similarly, AEGIS
identifies unexpected changes in code execution paths (e.g., early stopping [30]) which could trigger
attacks on even seemingly benign inputs. AEGIS's LLM-Agent will summarize the layer activations and
code execution paths, attribute anomalies to specific weight activations or execution path changes, and
generate reports for human operators.

Experimental Design. AEGIS's Task 3 live monitoring capabilities will be evaluated using the models
from Task Il, subjected to simulated deployment scenarios relevant to NREL tasks. Evaluation will assess:
(1) Monitoring fidelity, by verifying the accurate logging of control/data flows and relevant internal
behaviors (e.g., weight activations); (2) Accuracy of anomaly identification (e.g. Fl-score); (3) LLM
Agent Effectiveness, via qualitative analysis measuring the LLM's ability to correctly interpret anomalies
and accurately summarize behaviors attributed to specific updates.

Potential Problems. Mission-critical applications of DL models necessitate high inference speeds.
Instrumentation of inference code with additional logging or measurement code can add significant
overhead to performance time. To mitigate this, AEGIS introduces event-based logging into inference
that only occurs after an anomalous event has occurred (e.g., misclassification). There is also a fundamental
disconnect between anomalous weight activations/control flows and how the LLM agent will report this
to the user. Bridging this gap, AEGIS will report system-level behavioral anomalies and corresponding
mitigations to the user rather than details about the specific component that was the root cause of model
misbehavior.

4 Expected Results and Timeline

Expected Results. This project will produce open-source repositories containing AEGIS's
implementation and usage guide. My prior research, corresponding to Task |, has already produced two
publications in top-tier cyber security venues AiP, [17] and research-community evaluated artifacts.
The remaining two tasks of AEGIS are expected Months -2 Months3-5  Months6-8  Months9-11  Month 12

to also produce publications in top-tier cyber  oe26-0726  0826-1026  1126-0127 02270427 0527
security conferences. In addition to academic Task1 —

publications, we plan to give real-world demos Task 3

of the application of AEGIS to NREL relevant Ao ToEEL [ Reporting D
models and systems to NREL engineers. Figure 2: AEGIS Implementation Timeline.

Timeline. This 12-month research plan (shown in Fig 2) aligns project tasks with my doctoral thesis
goals, utilizing NREL's Energy Security and Resilience Center resources. Months 1-2 will focus on applying
my prior Al model code and attribution techniques to enable model reuse of NREL models (Task ).
Months 3-5 will focus on security evaluation via runtime behavioral boundaries (Task II) in NREL-relevant
scenarios. Months 6-8 will implement the live monitoring framework and LLM integration in NREL's
simulated environments (Task Ill). Finally, months 9-12 will include application of AEGIS to real NREL
systems and reporting of results to NREL engineers.
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